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What is a Bayesian network?

« DAG — directed acyclic graph
* Nodes, links, probability distributions

« Each node requires a probability distribution conditioned
on its parents (if any)

=3 P(U,e) = S [] P(Uilpa(U

U\X U\XxX i
U = universe of variables
X = variables being predicted

e= evidence on any variables
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Example — Asia network
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What can they be used for

Insight Prediction/ Diagnostics

inference / reasoning
( ) ( N ( )
—  Automated — Super\nse_d or — Troubleshooting
unsupervised
. J . J . J
s R s M e a
Anomaly Value of
Large patterns detection information
L > L Y . J
( ) ( ) ( )
M AnemEous —  Time series — Decision support
patterns
O ) g J g J
( 1
—  Multivariate
L J Focus of this talk
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Log-likelihood - simple example

- Consider a univariate
Gaussian

« Pdf shown in orange in chart

 Log-likelihood
« =|og(pdf)
« Natural logarithm common for

Gaussians as they are S—
exponential distributions =NORM.DIST{-2.366,-1.85,5QRT(0.2575), FALSE)

10.469

 Log-likelihood can be calculated for other distributions
 E.g. categorical distribution (multinoulli)
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Discrete data

- Single variable with mutually exclusive states o ™ oo

« Events that cannot happen at the same time Medium | 12s5% [

« We can still get a probability for each state during High W 313e% [

prediction El=l=
« IN %eneral Ba\/es networks do not require data to be
ot encoded

* MUltlple blnarv vd rlables S'Firl‘;:toml 3950% | | SF}:I‘::mmzl 41.24% iﬁ?:fmmg- 71.20% |

« Multiple events that can co-occur e Mo [ e W serex ] me W 2e0% [
* IfIn doubt:

= (]

« Imaegine how you would record your datain a
database table

e Create avariable foreach column

Discretized
e Discretization of continuous

Low [-Inf-12.3)  § 1732% |
Medium [12.3,704) B  4218% |

High [104,+Inf)
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The simplest of Bayesian network

models
Sensor Sensor2 Sensor3 Sensord Sensors
Mean 21| | Mean 12.3 | Statel i 20.81% Statel [ | 38.77% hean -34
Variance 45 Variance 4 State? | 1867% | State2 | e _ Variance 12
]S HEE State3 | 903% | H [0 = ==
Stated |} 18.37% |
states ] 3211% |
| O] =

No links. This is surprisingly common!

Each variable is often considered in isolation, with alerts set at a fixed number

of standard deviations above and below (for continuous) or probability
thresholds (for discrete).

Note, you don’t have to use a Bayesian network for this.
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Loe-likelihood

 Allows us to perform anomaly detection

« Can be calculated for
 Discrete, continuous & hybrid networks
* Networks with latent variables
 Time series networks

- Under the hood, great care has to be taken to avoid
underflow

« Especially with temporal networks
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Calculating log-likelihood
ayesian networks

« Given evidence, marginalize out all other variables
« Marginalize means sum for discrete, integrate for continuous.

 Can be calculated using a simple algorithm such as
‘'variable elimination’ or as a byproduct of a more
sophisticated algorithm

« Optimizations can be used to exclude parts of the graph
 Efficient calculation involves complex algorithms

* See presentation on ‘Bayesian network internals’ for
details
» http://www.bayesserver.com/presentations.aspx
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When univariate models fail
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From univariate to multivariate models

Sensor3
Sensor statel |} 20.81%
Mean 21 || statez || 18.67%
Variance 45 | states | 9.03% Sensors
HEE] stated |} 1937% || Mean 34
N states | 3211% || Variance 3
™, ol = =
™, / -
\ Y.
\ /
\\\ / /,f
Sensor2 yd
Mean 12.3 Sensord
Variance 4 state1 B 3877%
BHBE state2 [ 61.23%

Often we re-use pre-defined structures

Algorithms can be used to determine the structure from data,

The structure can be defined by experts.

We can still calculate the log-likelihood as before.
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L atent variables
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Parameter learning

EM algorithm & extensions for missing data

- D3 animated visualization available on our website
« In practice a good initialization algorithm will be close to end result
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Latent variables

e e * This is exactly the same as a mixture model
Cluster2 |I 17.16% (ClUSter mOden
Cluster3 2801% | | . . . . .
 Cluster is similar to a hidden layer in a neural
network

 This model only has X &Y, but most models
have much higher dimensionality
213 « We can extend other models in the same way,

v e.g.
wianee 983 » Mixture of Naive Bayes (no longer Naive)

« Mixture of time series models
e A structured approach to ensemble methods?
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Latent variables

« Algorithmically capture underlying mechanisms that
haven’'t or can’t be observed

 Latent variables can be both discrete & continuous
« WWe can have multiple latent variables in a network
« Can be hierarchical (similar to Deep Belief networks)
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Multi-variate nodes

Cluster
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Extending simple models

Cluster Running mode Cluster
Cluster1 [l 4232% siow [l s3901% custer1 [ s7s1
Clusterz | 5.95% Normal [l a221% — — Custer2 | 512%
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o 3 o - o
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T d [
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Other models

<< K == Market Volatility

X1 Bull ELLLN0 % | Mean 1407
315 Bear [ 70.00°% | Variance 143
5651 L =)= ) B =
2987 .
3225

2z K1l =>
2342 -
23 435
1 14 Z7 40 53 66 T3 92 105 12105 s
X2 L3
T
3584
— 4536
7! GG
1609 -5234
4708 -1394
T4 1 14 27 40 53 86 T 92 105
1 14 Z7 40 h3 66 T3 92 105 X111 X2l
BEHE B EHE

BAYES SERVER

Copyright © Bayes Server 2006 - 2014

London Machine learning meetup - Dec 2015




Anomaly detection with Bayesian networks

« High dimensional data

« Humans find difficult to interpret
« Anomalies may not be visible on individual variables

 Allow missing data
* Learning
* Prediction/anomaly detection

« Temporal and non temporal variables in the same model
« Multiple discrete/continuous latent variables
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Initialization

« Random initialization not always the best approach and can lead to longer training times
* Clustered initialization
* Deep learning unsupervised pre-training techniques

« Greedily initialize using a topological ordering of latent variables

BAYES SERVER London Machine learning meetup - Dec 2015

Copyright © Bayes Server 2006 - 2014




BAYES SERVER

Copyright © Bayes Server 2006 - 2014

London Machine learning meetup - Dec 2015 37



' BAYES SERVER

London Machine learning meetup - Dec 2015

: o Copyright © Bayes Server 2006 - 2014



Cross validation — log likelihood score

a

(o] (o] ~ (o)) (65} H w N =

In this example the number of partitions n=3
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Multivariate time series anomaly

detection
AAMAVAAAAL

 Log likelihood is also available for time series models
e Individual time series above both within normal bounds
* M\ay get degradation in between, i.e. advanced warning
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Underflow / overflow

 Log always used over multiple
records during learning

 \We also use log(pdf) for each record

« Especially important with large
number of variables and time series

models
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Alerting strategies

« Push historic or sampled data through the model
« May need to mimic anomalous data

* Inspect the distribution of the log-likelihood
* Set simple alerting thresholds

« Numerical approximation of the log-likelihood
« E.g. kernel smoothing function estimate
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Diagnostics / reasoning

« What is causing the anomaly?

« Retracted log-likelihoods
* Individually retracted
« Joint retracted log-likelihoods

« Some tools support conflict resolution
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Auto insigr

-

8 Auto insight [= @ |[==]
« Anomalous
[Has Bronchitis = True - | [Diﬁerence (largest patterns) "l

p a tt e r n S Use netwaork evidence
° L a rg e ( D i .F.F ) @| P{Has Bronchitis = True | network evidence) = 45.000 %

Selection likelihood = 43.60 % p Selection likelihood = 27.64 %
P S m a | | ( I- i -Ft) Variable State Difference Lift  Probability Probability | target Target ariable Siate Difference Lift  Probability Probability | target Target
Dyspnea True 0.676 614 43.60% 80.80 % 83.40 % Smoker True 0212 146 6340% 66,91 % 88.02 %
Smoker True 0.303 1.83 50.00% 66.67 % 60.00 % Tuberculesis or Car False 0191 127 8795 % 9113 % 3641 %
Has Lung Cancer  True 2.027 164 550% 7.00 % 57.27 % ¥Ray Result MNermal 0178 126 B8379% 86,75 % 26,34 %
(] A U t O m a t e d Tuberculosis or Car True 0.027 151 648% 797 % 55.30% Has Lung Cancer  False 0.149 119 B889.72% G2.20 % 85.70%
¥Ray Result Abnormal 0.0251 125 1103% 241% 5063 % Has Tuberculosis  False 0.0437 105 9812% 98,584 % 84.01 %
Has Tuberculosis  True 173E-18 1 1.04% 14 % 45.00 % Visit to Asia False 0.00165 1 28,97 % 29.00 % 8342 %
. Has Tuberculosis  False 0 1 98.96 % 98.96 % 45,00 % Visit to Asia True -0.00168 0.B57 103 % 1.00 % 8114 %
[ ] D r I | | d O W n Visit to Asia True 0 1 1.00 % 1.00 % 45,00 % Has Tuberculosis  True -0.0437 0,202 1.55% 116 % 51.27 %
Visit to Asia False 0 1 99.00 % 99.00 % 45,00 % Has Lung Cancer  True -0.148 0343 1028 % 7.80% 63.28 %
¥Ray Result Marmal -0,0251 0972 8897 % 87.50 % 4430 % ¥Ray Result Abrnorma -0.178 0427 1621 % 13.25 % £8.19 %
Tuberculosis or Car False -0u027 0872 9352 % 9203 % 44,29 % Tuberculosis or Car True -0.1%1 0317 1205 % 8.87 % 6140 %
() C a n U S e C U r r e n t Has Lung Cancer  False 00273 0872 9450%  93.00% 4129% Smoker False 0212 061 3660%  33.09% 7538 %
Smoker False -0.303 0.524 50.00% 3333 % 30.00 %
e V i d e n C e Dyspriea False -0.576 0221 56.40% 19.20 % 1532 %
'] m 3

Help | Query time: 00:00:00.0007386 Close |
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Anomaly detection — big data

Spa

Sf make some time series predictions into the

- PredictLogLikelihood)
« Batch or streaming

val predictions = Prediction.predict[TimeSeries](

network,

testData,

Seq(
PredictVariable
PredictVariable
PredictVariable

PredictVariable(

("¥1", Some(PredictTime(5, Absolute)})), PredictVariance("X1", Some({PredictTime(5S,
("®2", Some(PredictTime(5, Absolute))), PredictVariance("X2", Some(PredictTime(5,
("X1", Some(PredictTime(&, Absolute))), PredictVariance("X1", Some(PredictTime(&,

"¥2", Some(PredictTime(&, Absolute))), PredictVariance("X2", Some(PredictTime(&,

Predictloglikelihood() // this value can be used for Time Series anomaly detection

)3

(network, iterator) =» new TimeSeriesReader(network, iterator))

predictions.foreach(
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